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Introduction to Web Application
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e vi1AIN3IN HTTP Protocol
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Introduction to Web Application Security
e Defense in depth

Using a Web Proxy

e Example: Burp Proxy

Using a Hacking Tools

e Example: Kali Linux
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Web Application Penetration Testing Methodology
e inANFIN Open Web Application Security
Project (OWASP)

® OWASP Testing Guide }

e 5aus 10 duaudas Iwifiezu luilaguiuuuiy
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® A1l-Injection

e Explanations

e SQL Injection Demo

e Command Injection Demo

e Defense

e | AB
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e A3-Cross-site Scripting

e Explanations

o Reflected XSS HTML context Demo
e Stored Demo

e Defense

o LAB

e A4-Insecure Direct Object Reference
e Explanations

¢ IDO URLs tokens Demo

e Defense

° LAB

e A5-Security Misconfiguration
e Explanations

e Directory Browsing

e User Agent Manipulation

e Defense

e LAB
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® A6 Sensitive Data Exposure
e Explanations

e Hidden Pages Demo

e Defenses

e LAB

e A7 Missing Function Level Access Control
e Explanations

e Role Demo

e Defenses

e LAB
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e A8 Cross-site Request Forgery
e Explanations

e CSRF JS Demo

e Defenses

e | AB

e A9 Using Components with Known Vulns
e Explanations

e Libraries & CVE Demo

e Defenses

e | AB
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e A10 Unvalidated Redirects and Forwards
e Explanations

e Redirect to malicious URL

e Defenses

o LAB
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e aUnansznuiiinzuuu OWASP TOP 10 2013
e zauBaaLinLin OWASP TOP 10 2017

e A4:2017-XML External Entities (XXE)

® A8:2017-Insecure Deserialization

e A10:2017-Insufficient Logging&Monitoring
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