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Singularity Singularity

Platfom Featul'es Core Control

Cloud-Native Security + Suite
NGAV Features

Singularity™ Platform Common Features

Recommend Edition

[ Singularity
Complete
Enterprise
Security

Cloud-first multi-tenant SaaS

Fully customizable management experience via multi-site, multi-group architecture

Fully customizable role-based access control and MFA integration

Patented Storyline™ correlation & context
Skylight platform data analytics interface
MITRE ATT&CK?® Integration ° °
Data localization Available Available

Singularity XDR Features

Available

Mative data ingestion from SentinelOne surface agents (endpoint, cloud, identity, mobile, ° e
etc.) — Unmetered and does not decrement the Open XDR ingest quota.

Open XDR data ingestion of 10 GB/day from any extemal, non-native, non-SentinelOne °
source. Upgradable to multi-terabyte/day.

Ingested data retentionincludes both Open XDR & Native data. 14 days default.

Upgradable to 3 years.
Singularity XDR Marketplace Apps °
Storyline Active Response™ (STAR) Custom Detection Rules. 100 default. Upgradable. Open;(ntllr data

ENDPOINT SURFACES

Endpoint security for Windows Workstation, mac05, and legacy Windows
(XP, 7, 20035P2+, 2008)

Modem endpoint protection & NGAV utilizing static AL & behavioral AT
Automated or one-click remediation & rollback

Threat triage & investigation: 1 year lookback

Rogue & unsecured device discovery. Requires Ranger Module for remote installation
and other network functions.

Mabile endpoint support: i0S, Android, Chrome 05 * *

EPP Suite Control Features: Device Confrol, Firewall Control, Remote Shell

Application inventory and application CVEs

Built-in data collection scripts

Mative EDR data ingestion with Storyline™ and MITRE Engenuity AT T&CK® Mapping

Native EDR threat hunting via Skylight

Native EDR analytics

+ 00000

Legend: @ Supported + Optional
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Recommend Edition

singularity  Singularity [ Singuiarity

Platm Features Core Control Complete
Cloud-Native Security + Suite Enterprise
NGAV Features Security

CLOUD SURFACES

Realtime Cloud Workload Security for Linux VMs, Kubernetes clusters and
Windows servers & YMs

Automated or one-click remediation & rollback. Remote shell.

Threat triage & investigation: 1 year lookback

Cloud senvice provider workload metadata sync

Automated App Control for Kubernetes and Linux VMs

Built-in data collection scripts

Mative EDR data ingestion with Storyline™ and MITRE Engenuity ATT&CK® Mapping

Native EDR threat hunting via Skylight

Mative EDR analytics

IDENTITY SURFACE

Singularity Ranger AD Module:
Real-time Active Directory and Azure AD attack surface monitoring and reduction.

Singularity Ranger AD Protect Module:

Real-time Active Directory and Azure AD attack surface monitoring and reduction .
further supplemented with AD domain controller-based Identity Threat Detection e
and Response.

Singularity Identity Module:
Identity Threat Detection & Response for Active Directory and Azure AD and + s +
AD domain-joined endpoints.

Singularity Hologram Module:
Network-based threat deception that lures in-network and insider threat actors into + + +
engaging and revealing themselves.

PLATFORM MODULE OPTIONS

Singularity Ranger® Attack Surface Management Module:
Asset discovery, fingerprinting, and inventory. Automated agent deployment. + +
Suspicious device isolation. Pivot to Skylight threat hunting.

RemoteOps Module: .
Orchestrated forensics, remote investigation, and rapid response at scale. .
Cloud Funnel Data Lake Streaming Module: =
Replicate telemetry to any cloud for any purpose.

Binary Vault Module: =

Automated malicious and benign file upload for additional forensic analysis. s

Legend: @ Supported + Optional
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SEWice & SUppOI’l: Recommend Edition

Standard Support 5/9 (] (] (]
Enterprise Support 24/7/365 + + +
Enterprise Support + Technical Account Manager + + +*
SentinelOne Guided Onboarding (“GO") deployment service + * +
Vigilance Respond Managed Detection & Response (MDR) subscription Limited Limited +
Vigilance Respond Pro MDR + Digital Forensics & Incident Response (DFIR) subscription Limited Limited i
WatchTower Active campaign threat hunting & intelligence reporting + + +
WatchTower Pro Bespoke threat hunting & compromise assessment + + +:
Vigilance IR Retainer + + +
logend: (@ Supported + Optional

Singularity Core Singularity Control Singularity. Complete

Operating System Coverage

H XVi“dOWS *+ . Windows Server Core: 2022, 2019, 2016, 2012 - Windows Storage Server: 2016, 2012 R2, 2012
MM ose: | - Windows Server 2003 SP2 o later, or R2 SP2 or later - Windows “Legacy’”: XP SP3+, 2003, 2008
- Windows: 11,10, 8.1, 8, 7 SP1+ / 10 loT Enterprise - Windows Embedded POSReady 2009

- Windows Server: 2022, 2018, 2016, 2012 R2, 2012, 2008 R2 SP1

» macOS Ventura

s
’ macOS - macOS Monterey
= macOS Big Sur

- Ubuntu 14.04, 16.04, 18.04, 19.04, - Amazon Linux 2, AMI 2018, AMI 2017 - Virtuozzo 7

A inas 19.10,20.04, 22.04 . SUSE Linux Enterprise Server 12.x, 15x - Scientific Linux 6, 7

& ) pistributions . RHEL 6.4+,7.0-7.9,80-87,9.0,91 - Fedora 25-30, 31 (kernel 5.5+) 32-36 - RockyLinux 8.4, 85, 86,8790
. Cent0S 6.4+, 7.0-7.9, 8.0-8.4 . Debian 8, 9,10, 11 . AlmaLinux 8.4, 8.5, 8.6,87, 9.0

- Oracle 6.9, 6.10, 7.0-7.9, 8.0-8.7,9.0

Kubernetes * Kubernetes v1.13+ - Managed K8s Services: - Container Optimized Linux
&Container - OpenShift 4.4 - 4.10 Amazon Elastic Distributions:
Runtimes . Container Runtimes: Kubernetes Container-Optimized OS
Docker, containerd, cri-o Service (EKS), Azure (Google), Red Hat Core 0OS
Kubernetes Service (AKS), (OpenShift), Flatcar
Google Kubernetes Container Linux

Engine (GKE)

Q Cloud Service . Amazon EC2 - Azure VM - Google Compute Engine
= Provider VMs

£\ Virtualization/ * Citrix XenApp & XenDesktop - VMware vSphere, Fusion, - Microsoft Hyper-V
lLiZl vpi - Oracle VirtualBox Horizon, Workstation (requires the VHD file)
CONTACT ADDRESS
o Monster Connect Co.Ltd. Website : www.monsterconnect.co.th
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